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Keeping It Off the Record: Student
Social Media Monitoring and the Need
for Updated Student Records Laws
ABSTRACT

An increasing number of school districts work with private
companies to monitor public social media and to notify administrators
of alarming student information. Although these services help address
challenging school safety issues, the Family Educational Rights and
Privacy Act (FERPA) and state law offer little guidanceon how districts
should store student social media data. This Note encourages states to
pass student records laws similar to recent California legislation and
urges the Department of Education to clarify the relationship between
student social media and education records under FERPA. New state
and federal initiatives would help ensure that third parties may not
access information that inaccurately depicts a student's current
emotional state and honor individualprivacy as students become more
mature digital citizens.
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"Im [sic] going to be a professional school shooter." This
YouTube video comment was likely the first time that authorities
learned of the threatening demeanor of Nikolas Cruz, the student
responsible for killing seventeen high school students and staff in
Parkland, Florida, in February 2018.2 After the tragedy, community
members and media criticized federal and local authorities for not
reacting to Cruz's social media-a digital footprint riddled with racist
slurs, violent messages, and photos of guns. 3 Many wondered whether
this tragedy would have occurred if someone responded to the social
media threats sooner.4
An increasing number of serious school safety incidents are
foreshadowed by online student communication. 5 In an effort to prevent
these unsafe situations, many school districts have adopted procedures
for monitoring students' social media. 6 Some schools rely on students or
school resource officers to monitor and report worrisome posts. 7 An
increasing number of school districts contract with private companies
that monitor public social media and provide administrators with
records of potential threats that may relate to their schools. 8
1.

Joel Rose & Brakkton Booker, Parkland Shooting Suspect: A Story of Red Flags,

Ignored, NPR (Mar. 1, 2018, 7:03 AM), https://www.npr.org/2018/02/28/589502906/a-clearerpicture-of-parkland-shooting-suspect-comes-into-focus [https://perma.cc/2WH3-CHAE].
2.
See id.
Id.
3.
4.
See, e.g., Dakin Andone, The Warning Signs Almost Everyone Missed, CNN (Feb. 26,
2018,
9:56 AM), https://www.cnn.com/2018/02/25/us/nikolas-cruz-warning-signs/index.html
[https://perma.cc/6DAQ-VV3J].
5.
See Doreen McCallister, Threats Against Schools Increase Since Florida Shooting,
NPR
(Feb.
22,
2018,
4:20
AM),
https://www.npr.org/sections/thetwoway/2018/02/22/587832544/threats-against-schools-increase-since-florida-shooting
[https://perma.cc/RS52-V9PS].
6.
See, e.g., Michael D. Clark, Schools Update Policies to Address Social Media Threats,
J.-NEWS (May 2, 2016), https://www.journal-news.com/news/local-education/schools-update-policies-address-social-media-threats/K7befObjlTrBHfCe42XorM [https://perma.cc/B7DD-PARR].
7.
Schools Are Watching Students' Social Media, Raising Questions About Free Speech,
PBS: NEWSHOUR (June 20, 2017, 7:08 PM), https://www.pbs.org/newshour/show/schools-watchingstudents-social-media-raising-questions-free-speech [https://perma.cc/DL2Z-RJ8V] [hereinafter
PBS: NEwSHOUR].

8.
Aaron Leibowitz, Could Monitoring Students on Social Media Stop the Next School
Shooting?, N.Y. TIMES (Sept. 6, 2018), https://www.nytimes.com/2018/09/06/us/social-mediamonitoring-school-shootings.html [https://perma.cc/2WCB-X2H2] (describing how more than one
hundred school districts and universities have hired social media monitoring companies within
the last five years).
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Social media monitoring companies comply with federal law and
offer an answer to challenging safety situations.9 Student rights
advocates, however, fear that disciplining students for information
found in monitoring reports may compromise students' rights to free
speech, privacy, and due process. 10 Moreover, if an educational entity
retains monitoring reports after a threat assessment, then a student's
educational record may contain information that the Family
Educational Rights and Privacy Act of 1974 (FERPA) likely does not
protect from disclosure." As a result, third parties may access student
information that has been taken out of its original context and
inaccurately depicts a student's online presence. 12
This Note analyzes social media monitoring within the context
of statutory privacy frameworks. It argues that states should follow
California's lead by updating student records laws with guidance on
handling information gleaned from social media monitoring services
and that the Department of Education (DOE) should issue guidance on
the storage of student social media information. Part I discusses
student social media use, popular monitoring methods, and schools'
abilities to respond to online student speech. Part II examines how
FERPA and privacy pledges fail to safeguard student privacy within the
context of social media monitoring. Part III explains why states should
adopt policies similar to recent California legislation and why the DOE
should issue new guidance. Part IV offers concluding remarks.

9.
See Leslie Regan Shade & Rianka Singh, "Honestly, We're Not Spying on Kids": School
Surveillance of Young People's Social Media, SOC. MEDIA + SOCY, Oct.-Dec. 2016, at 1, 7-8
(explaining that the big data collected by educational technology companies and social media
monitoring companies are either compliant or not covered by current federal laws).
10.
See, e.g., id. at 9; Sara Collins, Tyler Park & Amelia Vance, Ensuring School Safety

While Also ProtectingPrivacy: FPFTestimony Before the Federal Commission on School Safety,
FUTURE PRIVACY F. (June 6, 2018), https://fpf.org/20 18/06/06/ensuring-school-safety-while-alsoprotecting-privacy-fpf-testimony-before-the-federal-commission-on-school-safety/
[https://perma.cc/6QDY-9YPT]; Rachel Conry, School Surveillance of Student Social Media: The
Problem of Privacy in an Increasingly Public World, VAND. J. ENT. & TECH. L.: BLOG (Feb. 16,
2016), http://www.jetlaw.org/2016/02/16/school-surveillance-of-student-social-media-the-problemof-privacy-in-an-increasingly-public-world/
[https://perma.cc/WPF2-DJSH]
(discussing the
argument that states should adopt policies limiting the ability of schools to monitor off campus
speech).
11.
See Family Educational Rights and Privacy Act, 20 U.S.C. § 1232g (2018); Alex

Bradshaw, States Take Steps to Limit School Surveillance of Student Social Media Pages, CDT:
BLOG (Jan. 27, 2016), https://cdt.org/blog/states-take-steps-to-limit-school-surveillance-of-studentsocial-media-pages/ [https://perma.cc/RFU7-W4A8].
12.
See 20 U.S.C. § 1232g.
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I. TODAY'S STUDENT: SOCIAL MEDIA, SURVEILLANCE, AND PRIVACY
FRAMEWORKS

A. Social Media Use
Social media continues to be a popular medium of expression,
with young users communicating through Snapchat, Instagram, and
Twitter with smartphones and laptops.1 3 Many hail social media use in
schools for its ability to foster positive student-to-student
communication, promote creative expression, and facilitate information
exchanges.1 4 However, studies suggest that social media promotes
anxiety and harassment, with young students increasingly expressing
concerns about online bullying.15 Many negative online interactions
lead to physical fights in school. 16 Many educators have begun teaching
digital citizenship-responsible uses of digital media-as well as
strategies to help parents monitor students' social media use.1 7
School threats spiked on social media after the shooting in
Parkland, Florida.1 8 Every day, students are taken into custody for

13.
Aaron Smith & Monica Anderson, SocialMedia Use in 2018, PEW RES. CTR.: INTERNET
& TECH. (Mar. 1, 2018), https://www.pewinternet.org/2018/03/01/social-media-use-in-2018/
[https://perma.cc/UBT3-45QZ] (describing the frequency of social media use among different age
groups and the most popular platforms).
14.
Florence Martin et al., Middle School Students' Social Media Use, 21 J. EDUC. TECH.
& Soc'y 213, 213 (2018); see also Jules Polonetsky & Omer Tene, Who Is Reading Whom Now:
Privacy in Educationfrom Books toMoocs, 17 VAND. J. ENT. & TECH. L. 927, 931 (2015) (describing
the benefits and drawbacks of using educational technologies in the classroom); Jim Asher, Making
the Case for Social Media in Schools, EDUTOPIA: BLOG (Aug. 7, 2015), https://www.edutopia.org/blog/making-case-social-media-in-schools-jim-asher [https://perma.cc/VZ3N-VLZY].
15.
See, e.g., Martin et al., supra note 14, at 220-23. Interestingly, this study suggests
that young people attempt to maintain their privacy rights by seeking social media platforms that
have short accessibility timeframes and are not popular among older people. Id. at 221-22.
16.
See, e.g., Benjamin Herold, On Social Media, PrincipalsFight Losing Battle to Keep
Up with Students, EDUC. WK. (Apr. 17, 2018), https://www.edweek.org/ew/articles/2018/04/18/onsocial-media-principals-fight-losing-battle.html
[https://perma.cc/35NM-THKG]
(describing
student conflicts that arise from sexting, cyberbullying, fake profiles, pranks, and mean
comments); Tammy Joyner, Social Media Elevate School Fights to New Realm, AJC
(May
20,
2015),
https://www.myajc.com/news/local/social-media-elevate-school-fights-newrealm/oDjFrN3wRbOEslfBuHbHnN/ [https://perma.cc/PJU8-D5M4] (describing an Instagram
that is devoted to recordings of student fights).
17.
Herold, supra note 16.
18.
Stacy Teicher Khadaroo, Social Media Threats and School: The Scramble to Balance
Safety, Justice, CHRISTIAN SCI. MONITOR (Apr. 6, 2018), https://www.csmonitor.com/EqualEd/2018/0406/Social-Media-threats-and-school-The-scramble-to-balance-safety-justice
[https://perma.cc/QNU4-RU77].
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threatening to bring a bomb or a gun to school. 19 These incidents have
prompted school districts to ask teachers or school resource officers to
stay abreast of school-related social media posts. 2 0 Students may also
use their social media accounts to show a school administrator
something posted by a classmate. 21
B. Social Media Monitoring
Many school districts contract with companies that specialize in
social media monitoring. 22 These companies monitor public social media
communication that occurs within a certain radius of an educational
institution by using machine-learning algorithms and keywords that
relate to conflict, violence, or school. 23 Companies will then send any
flagged posts within a daily report to school administrators. 2 4
For example, Social Sentinel creates a virtual boundary called a
geofence around an educational institution and scans public social
media within that geofence. 25 The company can adapt its keyword
search for "unique characteristics" of the community and adjust the
19.
See, e.g., City News Serv., Teen Arrested for Making Beaumont High School Social
Media Threat, KESQ: NEWS CHANNEL 3 (Oct. 24, 2018, 6:35 PM), https://www.kesq.com/news/police-bolster-presence-at-beaumont-high-due-to-social-media-threat/822358244
[https://perma.cc/QEQ2-GDDE]; Dal Kalsi & Jon Randall, Teen Charged After Social Media
Threats Made Against Byrnes High School, LGBT students, FOX CAROLINA (Oct. 26, 2018),
https://www.foxcarolina.com/news/teen-charged-after-social-media-threats-made-against-byrneshigh/article_48e52264-d87e- 11e8-b32e-4bdfc076c479.html [https://perma.cc/LB43-HUL8].
20.
See Leibowitz, supra note 8; PBS: NEWSHOUR, supra note 7.
21.
See PBS: NEWSHOUR, supra note 7.
22.
Leibowitz, supra note 8; Can Scanning Social Media Help Prevent a Shooting? Some
Schools Think So, CBS NEWS (Nov. 17, 2018, 12:34 PM), https://www.cbsnews.com/news/socialsentinel-can-scanning-social-media-help-prevent-a-school-shooting/
[https://perma.cc/4H7BQS4X] [hereinafter Can Scanning Social Media Help Prevent a Shooting?] (interviewing Social
Sentinel's founder about how the company has contracted with hundreds of entities in over thirty
states).
23.
Tom Simonite, Schools Are Mining Students' Social Media Posts for Signs of Trouble,
WIRED (Aug. 20, 2018, 6:00 AM), https://www.wired.com/story/algorithms-monitor-student-socialmedia-posts/ [https://perma.cc/B2FZ-UDD2].
24.
See id.
25.
See Social Media Scanning: Focus on the Posts that Matter Most, Soc. SENTINEL,
https://www.socialsentinel.com/product-social-media-scanning [https://perma.cc/JBR6-2BY6] (last
visited Aug. 24, 2019) [hereinafter Social Media Scanning]; see also Sarah K. White, What Is
Geofencing?
Putting Location
to
Work,
CIO
(Nov.
1,
2017,
12:43
PM),
https://www.cio.com/article/2383123/mobile/geofencing-explained.html
[https://perma.cc/Q3XWGAX4] (defining "geofencing" as "a location-based service in which an app or other software uses
GPS, RFID [radio frequency identification], Wi-Fi or cellular data to trigger a pre-programmed
action when a mobile device or RFID tag enters or exits a virtual boundary set up around a
geographical location"); Can Scanning Social Media Help Prevent a Shooting?, supra note 22
(describing how Social Sentinel monitors posts from Twitter, Instagram, ASKfm, Tumblr, and
other social media accounts).
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scope of its search to social media posts beyond the institution's
geofence. 26 If a social media post contains a "threat indicator," then
Social Sentinel's staff reviews the language and sends a copy of the post
to a school administrator through a text message or an email. 2 7 School
administrators may access this data, manage notification settings,
update the geofence, and assign community terms from their Social
Sentinel account. 28
Other social media monitoring services, such as Geo Listening,
have similar business models. 29 Although these companies do not offer
specific recommendations on how to store social media reports, they
recommend factors to consider when determining who within the school
community should receive the flagged social media posts. 30 Both Geo
Listening and Social Sentinel respond to concerns about student
privacy by explaining that they only access social media posts that are
already public. 31
Because federal law requires schools to protect students from
harmful online content by using filters, 32 many districts also subscribe
to services that allow school leaders to monitor student internet use
generally. 33 For example, GoGuardian allows administrators and
teachers to monitor students' school-issued devices. 34 This software
26.
See Social Media Scanning, supra note 25.
27.
See id.
28.
See id.
29.
Why Choose Geo Listening?, GEO LISTENING, https://geolistening.com/why-choose-us/
[https://perma.cc/2G65-K2P7] (last visited Aug. 24, 2019) (providing school administrators with a
daily report that categorizes student social media as bullying, despair, crime, vandalism, and
substance abuse).
30.
BRING

See CTR. FOR DIG. EDUC., BUILDING A SOCIAL SAFETY NET: How THREAT ALERTS CAN
CLARITY TO SOCIAL MEDIA ACTIVITY AND

HELP KEEP

SCHOOLS SAFE

7-8 (2018)

(recommending that school health care professionals, guidance counselors, and security officials
should be entrusted with the information and that administrators document their responses to
threats so they can reflect on "how a threat response played out"); Privacy Policy, GEO LISTENING,
http://geolistening.com/privacy-policy/ [https://perma.cc/M5PV-M3UP] (last visited Aug. 29, 2019)
(recommending that officials purge reports after they are processed).
31.
See Social Media Scanning, supra note 25; see also FAQs, GEO LISTENING, http://geolistening.com/faq/ [https://perma.cc/LQ9X-GEGC] (last visited Aug. 31, 2019) ("Most users below
the age of 25 do not utilize the available privacy settings because they are seeking to be recognized
for their respective posts. They have chosen to post in the public domain in exchange for popularity
and a decreasing ability to communicate effectively face to face.").
32.
See Children's Internet Protection Act, 47 U.S.C. § 254(h) (2018) (requiring schools
and libraries that receive discounts for internet access to block student access to obscene images,
child pornography, and other content).
33.
See Enrique Dans, Surveillance in Schools: Where Is This Taking Us?, FORBES (Aug.
23, 2018, 5:46 AM), https://www.forbes.com/sites/enriquedans/20 18/08/23/surveillance-in-schoolswhere-is-this-taking-us/#3954686lbee7 [https://perma.cc/Q666-QMTA].
34.
See GoGuardian Admin, GOGUARDIAN, https://www.goguardian.com/admin.html
[https://perma.cc/R2BX-LT6B] (last visited Aug. 25, 2019).
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provides an overview of total student body data usage and individual
student data usage, such as the most commonly visited sites and
applications and the amount of time spent online. 35 Schools may then
export this data into an individual report. 36 GoGuardian justifies
concerns about student privacy by emphasizing that it complies with
federal law and abides by industry student privacy pledges. 37
GoGuardian does not offer specific recommendations to schools on how
to retain or share student information. 38

C. Schools' Regulation of Online Student Speech
Although the US Supreme Court has not addressed a school's
ability to regulate student internet activity, courts consider Tinker v.

Des Moines Independent Community School Districtwhen analyzing an
educational entity's ability to limit student speech. 39 In Tinker, the
Court held that an educational entity could limit student speech if the
expression presented a risk of substantial disruption or material
interference with school activities. 40 Courts extend this holding to
online off campus expression when the communication created a risk of
substantial disruption or material interference with school activities. 4 1
For example, the US Court of Appeals for the Ninth Circuit held that a
school could expel a student for threatening other students on Myspace
with a school shooting. 42 Because the Myspace messages related to
future violence within the school, the school could respond. 43 Similarly,
the Fifth Circuit held that a school could discipline a student for posting
threatening rap lyrics on Facebook and YouTube because the lyrics
included threats to shoot a school employee and because it was

35.
See id.
Id.
36.
37.
See Trust & Privacy Center, GOGUARDIAN, https://www.goguardian.com/privacy-information.html [https://perma.cc/JDH5-CCN9] (last visited Aug. 25, 2019).
38.
See id.
39.
See Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503 (1969); Catherine E.
Mendola, Note, Big Brother as Parent: Using Surveillance to Patrol Students'InternetSpeech, 35
B.C. J.L. & SOC. JUST. 153, 156-57, 159-60 (2015).
40.
See Tinker, 393 U.S. at 514 (holding that students could wear armbands to protest the
Vietnam War because they did not pose a risk of substantial disruption or materially interfere
with school activities).
41.
See, e.g., Wynar v. Douglas Cty. Sch. Dist., 728 F.3d 1062, 1067 (9th Cir. 2013);
Wisniewskiv. Bd. of Educ. of Weedsport Cent. Sch. Dist., 494 F.3d 34, 35 (2d Cir. 2007).
42.
See Wynar, 728 F.3d at 1067.
43.
Id.
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reasonably foreseeable that someone would alert the school about the
song.4 4
Although courts generally agree that Tinker's standard may
apply to online speech outside of school, courts differ on what
constitutes a substantial disruption and to what extent the online
speech must relate to the educational entity.4 5 Some free speech

advocates fear that educational entities' abilities to monitor public
student social media may chill expression, and they argue that the
Tinker standard should be carefully considered before disciplining a
student for content found through any social media monitoring report.4 6
D. Regulating Student Privacy
The federal government primarily regulates student privacy
through FERPA.4 7 FERPA aimed to address concerns about
government access to personal data by limiting third-party access to
school records.4 8 Today, FERPA conditions the receipt of federal funds
upon compliance with rules governing the availability of individual
student educational records.4 9 An education record is defined as
information that directly relates to a student that is maintained by an
educational institution.5 0 It may also include records of disciplinary
action taken against the student for conduct posing a safety risk. 5 1 This
definition excludes daily classwork, teacher materials, records
maintained by law enforcement, or other records made by an employee
during the normal course of business. 52
Under FERPA, educational
institutions may disclose
information from a student's record to third parties in three limited
44.
See Belly. Itawamba Cty. Sch. Bd., 799 F.3d 379, 398 (5th Cir. 2015).
45.
See T.V. ex rel. B.V. v. Smith-Green Cmty. Sch. Corp., 807 F. Supp. 2d 767, 781, 790
(N.D. Ind. 2011) (holding that school officials were not required to wait for an actual disruption in
school before discipling students for Facebook photos); Emily F. Suski, Beyond the Schoolhouse
Gates: The Unprecedented Expansion of School SurveillanceAuthority Under CyberbullyingLaws,
65 CASE WESTERN RES. L. REV. 63, 89-90 (2014) (outlining circuits' approaches for determining
the ability of a school to monitor off campus speech); Mendola, supra note 39, at 160-65.
46.
See, e.g., Victoria Cvek, Comment, Policing Social Media: Balancing the Interests of
Schools and Students and Providing Universal Protectionfor Students' Rights, 121 PENN ST. L.
REV. 583, 614-15 (2016) (arguing that an exception to the Tinker standard should apply when the
speech is found in the public domain).
47.
See generally Family Educational Rights and Privacy Act, 20 U.S.C. § 1232g (2018).
48.
See Polonetsky & Tene, supra note 14, at 960 (statement of Senator James Buckley).
49.
20 U.S.C. § 1232g(a); 34 C.F.R. § 99.3 (2019).
20 U.S.C. § 1232g(a)(4)(A)(i)-(ii); 34 C.F.R. § 99.3.
50.
51.
20 U.S.C. § 1232g(h)(1); 34 C.F.R. § 99.3.
52.
20 U.S.C. § 1232g(a)(4)(B)(i)-(iii); 34 C.F.R. § 99.3; see also Owasso Indep. Sch. Dist.
v. Falvo, 534 U.S. 426, 433 (2002).
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circumstances: the school official exception, the studies exception, and
the audit and evaluation exception. 53 The school official exception
allows schools to disclose personal information to third parties who
have a "legitimate educational interest" in the information, such as
teachers, counselors, and attorneys.5 4 The studies exception allows
school officials to share student information with certain researchers.5 5
The audit and evaluation exception permits schools to disclose personal
information to third parties that have been authorized to use the
information to develop a federal program.56
Other than these three exceptions, FERPA prohibits educational
institutions from disclosing personal information from a student's
educational record unless they receive written consent from the
student's parent or guardian.5 7 Every year, the school must notify
guardians of their right to inspect their student's education records and
to seek amendment of any information the family believes to be
inaccurate, misleading, or in violation of the student's privacy rights.5 8
Upon a parent or guardian's request for amendment, a school must
decide whether to comply and must inform the family of their right to a
hearing within a reasonable timeframe.5 9
Since FERPA's passage, the DOE, courts, and state officials
have clarified the scope of a student's education record.6 0 For example,
a student's record likely would not include peer-reviewed papers
because they were not solely "maintained" by the teacher. 61 Also,
educational institutions may disclose noninstructional media, such as
surveillance footage, to law enforcement without implicating an

53.
PROVERBIAL

See 20 U.S.C.
"PERMANENT

§

1232g(b)(1)(A), (b)(1)(F), (b)(3); 34 C.F.R.
RECORD"

14

(2014),

§ 99.3;

ELANA ZEIDE, THE

http://www.law.nyu.edu/sites/default/files/up-

load-documents/ProverbialPermanentRecord20141.pdf [https://perma.cc/CZD7-PH43].
54.
See FAMILY POLICY COMPLIANCE OFFICE, U.S. DEP'T OF EDUC., THE FAMILY
EDUCATIONAL RIGHTS AND PRIVACY ACT GUIDANCE FOR ELIGIBLE STUDENTS 3 (2011),

https://www2.ed.gov/policy/gen/guid/fpco/ferpa/for-eligible-students.pdf
[https://perma.cc/LP65GYYR]; ZEIDE, supra note 53, at 14.
55.
ZEIDE, supra note 53, at 15.
56.
Id.
57.
See 20 U.S.C. § 1232g(b)(1)(A)-(C), (F); 34 C.F.R. § 99.7(a)(2)(iii).
58.
See 20 U.S.C. § 1232g(a)(1)(A); 34 C.F.R. § 99.7(a)(1)-(2)(ii).
59.
34 C.F.R. § 99.20(a)-(b).
60.

See generally FAMILY POLICY COMPLIANCE OFFICE, supra note 54, at 1.

61.
Owasso Indep. Sch. Dist. v. Falvo, 534 U.S. 426, 433 (2002) ("'Maintain' suggests
FERPA records will be kept in a filing cabinet in a records room at the school or on a permanent
secure database, perhaps even after the student is no longer enrolled. . . . It is fanciful to say [that
student graders] maintain the papers in the same way the registrar maintains a student's folder
in a permanent file."); 34 C.F.R. § 99.3.
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education record. 62 Neither the DOE nor the judiciary commented on
social media's relationship to education records, but two state officials
recently opined that student social media, alone, is probably not part of
a student's record because it is directly created and maintained by the
student, not by the educational institution.63
Two federal laws address student privacy outside the context of
an education record. The Children's Online Privacy Protection Act
(COPPA) prohibits online services from knowingly marketing to or
collecting data from children under thirteen unless limited exceptions
apply.6 4 The Protection of Pupil Rights Amendment (PPRA) requires
written consent before any student participates in an exercise that
reveals information concerning a student's psychological problems or
illegal behavior.65 Many states have also enacted laws that address
students' online privacy. 66 In the last five years, several states
prohibited educational institutions from requiring students to allow
observation of or provide passwords to personal social media accounts.6 7
These laws do not, however, regulate educational institutions that
monitor student social media that already exists in the public domain. 68

62.
See Rome City Sch. Dist. Disciplinary Hearing v. Grifasi, 806 N.Y.S.2d 381, 383 (Sup.
Ct. 2005) ("FERPA is not meant to apply to records, such as the videotape in question which was
recorded to maintain the physical security and safety of the school building and which does not
pertain to the educational performance of the students captured on this tape."); 34
C.F.R. § 99.8(b)(1)(i)-(iii).
63.
See Neb. Att'y Gen. Op. No. 18-008 (Oct. 15, 2018) ("Students' social media posts,
photos and videos, etc. are not maintained by the educational agency or institution. The students
creating and posting this content are not persons acting for the agency or institution. Accordingly,
this content is not considered an 'education record' and may be disclosed at the discretion of school
officials."); Colo. Att'y Gen. Op. No. 18-01 (Jan. 11, 2018) ("Social media posts are not restricted
from disclosure under FERPA. . . . they are not 'maintained by schools and are created by
students, not school staff.. .. Thus, a school official may disclose the existence and content of social
media posts.").
64.
See 15 U.S.C. § 6502(a)(1) (2018); see also Privacy Policy, supra note 30 (pledging to
notify school districts upon the collection of information of children under the age of thirteen).
65.
See 20 U.S.C. § 1232h(b)(1)-(4) (2018).
66.

See State Student Privacy Laws, PARENT COALITION FOR STUDENT

PRIVACY,

https://www.studentprivacymatters.org/state-legislation/
[https://perma.cc/4VQD-99SC]
(last
visited Aug. 29, 2019) (describing how thirty-one laws relating the use and privacy of student data
were passed in 2017).
67.
See, e.g., 105 ILL. COMP. STAT. ANN. 75/15 (West 2016) (requiring a school to "provide
notification to the student and his or her parent or guardian that the elementary or secondary
school may not request or require a student to provide a password or other related account
information in order to gain access to the student's account or profile on a social networking
website"); MICH. COMP. LAWS ANN. § 37.274(a) (West 2018) (prohibiting an educational institution
from requesting students "to grant access to, allow observation of, or disclose information that
allows access to or observation of the student's or prospective student's personal internet account").
68.
See, e.g., WIS. STAT. ANN. § 995.55(3)(b)(2) (West 2017) (Wisconsin's Internet Privacy
Protection Law states that educational institutions are not prohibited from "viewing, accessing, or
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As of now, California is the only state to explicitly address
student privacy within the context of social media monitoring. 69 In
2013, a California school district, Glendale Unified Schools, hired Geo
Listening to monitor student social media for signs of suicide, violence,
and substance abuse.7 0 Many parents and privacy advocates were
concerned by this decision, and the California legislature responded by
passing new legislation in 2015.71 Now, school officials who plan to
gather information from social media must first notify students and
guardians. 72 The school must allow the student to amend or delete
collected data and must destroy the data within a year after the student
leaves the institution or turns eighteen. 73 Educational entities must
also ensure that their contracts with social media monitoring
companies contain provisions that (1) prohibit the vendor from using
the student information for another purpose; (2) prohibit the vendor
from sharing information to anyone other than the school district,
guardian, or student; and (3) require the company to destroy the
information after a contract ends.7 4
II. THE PRIVACY PATCHWORK: LITTLE GUIDANCE FOR SOCIAL MEDIA
REPORTS

No state's government, except California's, has addressed public
social media monitoring through legislation. Although social media
monitoring companies comply with current law and profess to
self-regulate, their practices do not help educational entity clients
robustly protect student privacy because they do not offer guidance on
how to store or share social media reports.

using information about a student or prospective student that can be obtained without access
information or that is available in the public domain.").
See CAL. EDUC. CODE § 49073.6(b) (West 2016).
69.
See Suski, supra note 45, at 77.
70.
71.

See ASSEMBLY

COMM.

ON JUDICIARY,

CALIFORNIA

BILL ANALYSIS,

ASSEMBLY

COMMITTEE, 2013-2014 REGULAR SESSION, ASSEMBLY BILL 1442 (2014) ("Although schools, like
any other person or entity, have the right to access social media information that is publicly posted
and accessible, a school's ability to use and act upon such information is limited by any number of
legal and constitutional principles . . . . If a school district maintains the information in its school
records, then the school district cannot disclose any information from those records in violation of
the federal Family Educational Rights and Privacy Act.").
See EDUC. § 49073.6(b).
72.
See EDUC. § 49073.6(c)(2)-(3)(A).
73.
74.
Compare EDUC. § 49073.6(c)(3)(C), with CAL. BUS. & PROF. CODE § 22581(a)(1) (West
2013) (California's "right to erase" law for minors, which allows minors to ask website operators
to delete their data use).

166

VAND. J ENT. & TECH. L.

[Vol. 22:1:155

A. Social Media Reports and FERPA's "EducationRecords"
As described above, FERPA does not explicitly address whether
student social media records could become part of an education record.7 5
One could argue that FERPA's definition of an education record
includes reports produced by companies such as Social Sentinel,
because these reports contain social media that directly relate to
individual students and are generated by an educational institution's
agent.76 However, educational entities and social media monitoring
companies do not maintain student data in the manner that FERPA
envisioned.7 7 Although school districts collect information about
student social media activity, there is no expectation that a school
official will save the report.78 School officials may elect to print out the
social media report, share it with others, and preserve it in a student
file. 79 Then again, administrators may choose to take no action, delete
the report, or simply store the report in their online service profile.8 0
Moreover, the DOE has not updated FERPA's definition of "education
record" since 1974; the DOE has updated some regulations to include
social media, but it has not updated "education record" to include social
media.81

In fact, social media monitoring reports are similar to records
that are explicitly excluded from FERPA's framework. 82 FERPA's

See supra Section I.D.
75.
76.
Family Educational Rights and Privacy Act, 20 U.S.C. § 1232g(a)(4)(A)(i)-(ii) (2018);
see also 34 C.F.R. § 99.3 (2019) (defining education records as records that are directly related to
a student and maintained by an educational institution).
77.
See 20 U.S.C. § 1232g; Neb. Att'y Gen. Op. No. 18-008 (Oct. 15, 2018) ("Students'
social media posts, photos and videos, etc. are not maintained by the educational agency or
institution. The students creating and posting this content are not persons acting for the agency
or institution. Accordingly, this content is not considered an 'education record' and may be
disclosed at the discretion of school officials.").
78.
See 20 U.S.C. § 1232g(a)(4)(A)(i)-(ii). Compare Privacy Policy, supra note 30
(recommending that officials purge social media reports after they are processed), with Owasso
Indep. Sch. Dist. v. Falvo, 534 U.S. 426, 433 (2002) ("The word 'maintain' suggests FERPA records
will be kept in a filing cabinet in a records room at the school or on a permanent secure database.").
79.
See, e.g., Amy Rock, Social Media Monitoring: Beneficial or Big Brother?, CAMPUS
SAFETY (Mar. 12, 2018), https://www.campussafetymagazine.com/university/social-media-monitoring/ [https://perma.cc/QSR5-BAAK] (interviewing the University of Virginia about how it stores
any Social Sentinel alerts).
80.
See, e.g., CTR. FOR DIG. EDUC., supra note 30, at 8; PBS: NEWSHOUR, supra note 7.
See, e.g., 34 C.F.R. § 361.18(c)(2)(ii)(N) (2019) (comprehensive system of personnel
81.
development); 34 C.F.R. § 668.41(h)(3)(i)(B) (reporting and disclosure of information); 34
C.F.R. § 668.412(a), (d)(2) (2019) (disclosure requirements for gainful employment programs).
82.
See 20 U.S.C. § 1232g(a)(4)(B)(i); 34 C.F.R. § 99.3 (2019) (noting that "education
record" does not include "(1) records that are kept in the sole possession of the maker, are used
only as a personal memory aid, and are not accessible or revealed to any other person except a
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definition of an education record excludes both administrative notes
and law enforcement records. 83 Similar to administrative notes, social
media monitoring reports are delivered to school administrators or
superintendents and may remain in their sole possession.84 Similar to
law enforcement, companies like Social Sentinel and Geo Listening
assess the threat level of communications to help school members, such
as school security officers,8 5 prevent future violence. 86 Although social
media monitoring companies do not initiate enforcement proceedings,
they may provide school security officers with investigative tools and
findings.8 7 Thus, one could characterize social media reports as records
maintained by an agent of a law enforcement agency of an educational
institution.8 8
Because social media monitoring reports are likely not education
records, they are not protected from disclosure under FERPA.8 9 In other
words, school administrators may share information about a student's
public social media activity with third parties without first securing
parental or guardian consent.9 0 School administrators often claim that
this is permissible, given that students choose to make the information
available to the public and because the school's safety interest
overwhelms any individual student's privacy interest.9 1 School officials
temporary substitute for the maker of the record," nor does it include "(2) records of the law
enforcement unit of an educational agency or institution, subject to the provisions of § 99.8").
20 U.S.C. § 1232g(a)(4)(B)(i)-(ii).
83.
84.
See 20 U.S.C. § 1232g(a)(4)(B)(i); see also GEO LISTENING, SERVICE BROCHURE 2,
https://geolistening.com/wp-content/uploads/2018/01/Geo-Listening-01-27-18.pdf
[https://perma.cc/47YD-BJYK] (last visited Sept. 1, 2019) ("Geo Listening reviews public posts
made to social networks and provides staff with timely information aligned to existing policies, so
they may better respond to the social and emotional needs of their students."); Social Media
Scanning, supra note 25.
85.
See, e.g., Lawrence Budd, Local School Districts Hire Vermont Firm to Scan Social
Networks for Threats, DAYTON DAILY NEWS (Apr. 26, 2018), https://www.mydaytondailynews.com/business/economy/local-school-districts-hire-vermont-firm-scan-social-networks-forthreats/Tmg8vjUhK6uLbTKzsw203N/ [https://perma.cc/JUJ4-6EL8].
86.
See, e.g., Social Media Scanning, supra note 25.
87.
See id.
88.
See 20 U.S.C. § 1232g(a)(4)(B)(i)-(ii); CTR. FOR DIG. EDUC., supra note 30, at 7
(suggesting that school superintendents receive the alerts and then inform school principals and
law enforcement as needed).
See 20 U.S.C. § 1232g(a)(4)(B)(i)-(ii); CTR. FOR DIG. EDUC., supra note 30, at 7
89.
(describing how a social media surveillance report contains information on the post, the platform,
and the geographic origin).
See 20 U.S.C. § 1232g.
90.
91.
See, e.g., Lynn Jolicoeur & Lisa Mullins, To Detect Threats and Prevent
Suicides, Schools Pay Company to Scan Social Media Posts, WBUR (Mar. 22, 2018),
https://www.wbur.org/news/20 18/03/22/school-threats-suicide-prevention-tech
[https://perma.cc/3QE5-GWYD] (interviewing a police chief who states that he is comfortable using
Social Sentinel because the posts are already set to public); Can Scanning Social Media Help
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may also assert that Tinker and its progeny suggest that schools may
respond to threatening off campus speech despite implications for
individual student interests.92
These justifications are shortsighted. First, Tinker addressed a
school's ability to limit student speech when that speech substantially
interfered with school safety, but it did not consider how the speech
could be used after the fact. 93 Moreover, social media monitoring reports
create an electronic record of a student's online activity.94 Even if the

student decides to delete an alarming social media post, a copy remains
with the school administrator through an online account.9 5 In this way,
schools retain ownership of student speech even after the student
attempts to disassociate herself.96 FERPA does not dictate how long
educational entities should store student records, but the DOE
encourages entities to destroy most data in a timely manner.9 7 Under
FERPA, school districts are usually required to destroy student
information within a short time frame. Although monitoring reports
likely fall outside of FERPA's scope, school districts may treat these
reports similarly to how they treat other records. Therefore, it is
unlikely that school districts should be allowed to indefinitely retain
student social media information without explicit statutory
authorization or agency guidance instructing them to do so. 9 8
Last year, a Florida school district responded to a public records
request for information relating to Social Sentinel by providing two
months of Twitter postings that Social Sentinel had flagged for the
school district.9 9 In California, a school printed off its social media
reports and used them to persuade students that their activity reflected
poorly on the school. 100 These stories are worrisome, considering that
many students adapt their online presences by deleting old posts or by

Prevent a Shooting?, supranote 22 (interviewing Social Sentinel's founder, Gary Margolis, and a
school superintendent).
92.
See Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503, 513 (1969).
93.
See id.
94.
See, e.g., Social Sentinel Platform, Soc. SENTINEL, https://www.socialsentinel.com/platform [https://perma.cc/M8CR-WN5T] (last visited Aug. 29, 2019) (describing how
administrators may access flagged social media through an online dashboard).
95.
See FAQs, supra note 31.
See Privacy Policy, supra note 30.
96.
97.
See PRIVACY TECH. ASSISTANCE CTR., U.S.
PRACTICES FOR DATA DESTRUCTION 1, 4 (2014).

DEP'T OF EDUC., PTAC-IB-5, BEST

See id. at 1.
98.
99.
Brad West, Social Sentinel Gives Flagler Schools a False Sense of Security, PALM
COAST OBSERVER (Sept. 5, 2018), https://www.palmcoastobserver.com/article/social-sentinel-givesflagler-schools-a-false-sense-of-security [https://perma.cc/GT5G-SMWM].
100.
Leibowitz, supra note 8.
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adjusting their privacy settings. 101 Because schools retain a record of
old student messages, 102 their social media monitoring databases may
not accurately depict a student's current online presence and may
associate that student with a past potential threat that the student has
since deleted or that represents an impulsive thought from many years
in the past.
Since FERPA does not protect this information from disclosure,
college admissions officers, potential employers, journalists, and other
private citizens may petition a school and receive information that has
been taken out of its original context. 103 This is problematic considering
that the information may no longer be publicly available. Moreover,
social media monitoring algorithms are imperfect because of the biases
of their creators and users, and some experts fear that their keywords
may disproportionately affect students who are already at risk of being
subjected to harsher school discipline. 104 Thus, allowing third parties to
access student information that is no longer publicly available may
perpetuate implicit biases present in the monitoring algorithm at the
time of collection.
B. Industry Privacy Pledges and Self-Regulation
Social media monitoring companies profess to self-regulate
student privacy by accessing only public social media, not private or
closed social networks. 105 However, these companies lack industry
privacy pledges or vendor contracts that guide schools on how to store
information found in social media monitoring reports.

101.
See, e.g., Mary Madden, Privacy Management on Social Media Sites, PEW RES. CTR.:
INTERNET & TECH. (Feb. 24, 2012), http://www.pewinternet.org/20 12/02/24/privacy-managementon-social-media-sites/ [https://perma.cc/K92U-EGTF] (finding that 15 percent of social media users
between the ages of 18-29 report having posted social media content that they later regret and
that users are more frequently "pruning" their accounts).
102.
See, e.g., Privacy Policy, supra note 30.
103.
Polonetsky & Tene, supra note 14, at 960-61.
104.
See, e.g., Julia Angwin, Jeff Larson, Surya Mattu & Lauren Kirchner, Machine Bias,
PROPUBLICA (May 23, 2016), https://www.propublica.org/article/machine-bias-risk-assessmentsin-criminal-sentencing [https://perma.cc/T5KY-9FP4] (examining racial bias in risk assessment
tools); Moriah Balingit, Racial Disparitiesin School DisciplineAre Growing, FederalData Show,
WASH. POST (Apr. 24, 2018), https://www.washingtonpost.com/local/education/racial-disparitiesin-school-discipline-are-growing-federal-data-shows/2018/04/24/67b5d2b8-47e4-1 1e8-827e190efaflflee.story.html?utm-term=.dlbl323797a0
[https://perma.cc/MR2M-Z3X3];
Aaron
Leibowitz & Sarah Karp, Chicago Public Schools Monitored Social Media for Signs of Violence,
Gang Membership, PROPUBLICA: ILL. (Feb. 11, 4:00 AM), https://www.propublica.org/article/chicago-public-schools-social-media-monitoring-violence-gangs [https://perma.cc/XP9U-JJ2T].
105.
See FAQs, supra note 31 ("All information is gathered from public posts on social
networks.").
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In 2014, the Future of Privacy Forum (FPF) and the Software
Information Industry Association (SIIA) introduced a Student Privacy
Pledge (the "Pledge") for K-12 educational technology ("edtech")
vendors. 106 Signees agree to collect information only for authorized
educational purposes, to disclose the types of information and their
purpose to families, and to facilitate access and correction of student
data between the school and the family.10 7 To date, almost four hundred
edtech vendors have taken the Pledge,1 08 and noncompliant signees face
the threat of civil enforcement by the Federal Trade Commission
(FTC). 109 Social Sentinel, Geo Listening, and other social media
monitoring companies have not signed FPF's Pledge, and they are likely
ineligible. 110 Only "school service providers" may take the Pledge.'
This label excludes tools that do not aid content instruction, including
social media monitoring services. 112

106.
Future of Privacy Forum & The Software & Info. Indus. Ass'n, K-12 School Service
Provider Pledge
to
Safeguard
Student
Privacy,
STUDENT
PRIVACY
PLEDGE,
https://studentprivacypledge.org/privacy-pledge/ [https://perma.cc/B6EV-KZQL] (last visited Aug.
29, 2019) [hereinafter Provider Pledge]; see also Alexis M. Peddy, Note, Dangerous Classroom
"App"-Titude: Protecting Student Privacy from Third-PartyEducational Service Providers, 2017
BYU EDUC. & L.J. 125, 126 (describing a popular edtech service provider).
107.
See ProviderPledge, supra note 106.
108.
Future of Privacy Forum & The Software & Info. Indus. Ass'n, Signatories, STUDENT
PRIVACY PLEDGE, https://studentprivacypledge.org/signatories/ [https://perma.cc/UKX3-UL35]
(last visited Sept. 7, 2019) [hereinafter Signatories].
109.
See Federal Trade Commission Act, 15 U.S.C. § 45(a)(1) (2018); FAQs, STUDENT
PRIVACY PLEDGE, https://studentprivacypledge.org/faqs/ [https://perma.cc/Q4HL-XVSF] (last
visited Aug. 29, 2019) [hereinafter STUDENT PRIVACY PLEDGE].
110.
See Signatories, supra note 108.
111.
STUDENT PRIVACY PLEDGE, supra note 109. Interestingly, the Pledge defines "student
personal information" as data linked to an individual student's personally identifiable information,
such as a name or an address. See Provider Pledge, supra note 106. FERPA defines "personally
identifiable information" more broadly as information that a reasonable person could link to a
student. See Family Educational Rights and Privacy Act, 20 U.S.C. § 1232g (2018); 34 C.F.R. § 99.3
(2018). Definitional inconsistencies like these may result in educational service vendors and school
districts being accountable for different types of student information, especially as edtech
services continue to expand in classrooms. See Eli Zimmerman, The Current State of
Education Technology
and
Where
It Is
Going,
EDTECH
(Dec.
13,
2018),
https://edtechmagazine.com/k 12/article/20 18/12/current-state-education-technology-and-whereit-going-infographic [https://perma.cc/8DZD-W4QU].
112.
See STUDENT PRIVACY PLEDGE, supra note 109. The Electronic Privacy and
Information Center (EPIC) has also produced a Student Privacy Bill of Rights, which contains: (1)
"the right to access and amend ... erroneous, misleading, or ... inappropriate records"; (2) the
right to limit edtech companies' ability to collect data; (3) "the right to expect that companies and
schools will collect, use, and disclose student information solely in ways that are compatible" with
the data's original context; (4) "the right to secure and responsible data practices"; (5) "the right to
clear and accessible information privacy and security practices"; and (6) "the right to hold schools
and ... companies ... accountable" for violating the Bill of Rights. Like the Pledge, the Bill of
Rights is designed for edtech service providers, not social media monitoring companies. See
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Although FPF's Pledge may help keep student privacy at the
forefront of educational entities' conversations with certain classroom
technology providers, such as GoGuardian, 113 its requirements do not
encourage social media monitoring companies to guide schools on how
to store and share student social media reports. Even if a pledge
specifically addressed the collection of student information from the
public domain, it would not provide an adequate avenue of recovery for
students and parents. Pledges are voluntary, and few educational social
media monitoring companies have developed national marketing
strategies or public policy platforms.11 4 Therefore, companies may not
feel economically motivated to sign industry privacy pledges.11 5 Even if
they did, the FTC may decide not to bring an enforcement action against
a company for violating a pledge. 116
Most importantly, a privacy pledge for social media companies
would regulate only the companies' actions with student social media
reports-not school administrations' actions. 117 Although industry
pledges and norms may help school districts find edtech providers who
will engage in discussions on privacy, they do not ensure that districts
develop best practices for retaining and sharing student data that other
tech providers cultivate.1 18 Instead, privacy pledges refer educational
entities to FERPA, which, as described above, does not protect this
information from disclosure.11 9
III. THE NEED FOR UPDATED STATE AND FEDERAL STUDENT RECORDS
LAWS
Because a student's education record may contain information
from social media monitoring services that is not protected from
Student Privacy Bill of Rights, EPIC.ORG, https://www.epic.org/privacy/student/bill-of-rights.html
[https://perma.cc/L2PW-PHLQ] (last visited Aug. 29, 2019).
113.
See supra Section I.B.
114.
See Malena Carollo, The Secretive Industry of Social Media Monitoring, CHRISTIAN
SCI.
MONITOR
(Nov.
16,
2015),
http://projects.csmonitor.com/socialmonitoring
[https://perma.cc/RZ92-BPXV] (describing how social media surveillance companies are private).
115.
See id.
116.

See FRIDA ALIM ET AL., ELEC. FRONTIER FOUND.,

SPYING ON STUDENTS: SCHOOL-

ISSUED DEVICES AND STUDENT PRIVACY 25 (2017), https://www.eff.org/files/2017/04/13/student-privacy-report.pdf [https://perma.cc/XK2E-PTCX] (describing how the Electronic Frontier Foundation filed an FTC action in December 2015 against Google's G Suite for Education platform, but as
of April 2017, the FTC had taken no action).
See ProviderPledge, supra note 106.
117.
118.
See id.
119.
See, e.g., STUDENT PRIVACY PLEDGE, supra note 109 ("The Pledge is not intended to be
a comprehensive privacy policy nor to be inclusive of all the many requirements needed to comply
with applicable federal and state laws.").
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disclosure, third parties may petition schools for student information
that may have been taken out of its original context. 12 0 Educational
entities who use social media monitoring services should ensure that
their policies mirror the practices required in California Education
Code section 49073.6. The DOE should also issue guidance on social
media's relationship to education records under FERPA.

A. Access, Amendment, and Deletion: California'sExample
After Glendale Unified community members protested Geo
Listening in 2013, California became the first and only state to pass
legislation regarding public school social media monitoring. 121
California Education Code section 49073.6 applies to any school district
that adopts a program "to gather or maintain in its records any
information obtained from social media of any enrolled pupil."122 The
statute defines social media broadly as any "electronic content,"
including videos, photographs, blogs, podcasts, messages, and online
services. 123 Notably, the policy makes no distinction between private
and public social media. 124 The provisions do not apply to any electronic
services that are used exclusively for educational purposes, such as
edtech services described above. 12 5
Districts must provide students and their families with access to
any information obtained from social media and give that student an
opportunity to correct or delete that information. 126 The district must
also destroy all of the information gathered from the social media
within a year after the student turns eighteen, or within a year after
the student is no longer enrolled at the institution. 127 The district must
communicate to each student's parent or guardian regarding the social
media monitoring system's general use, when the school district will
destroy the data, how to access any social media reports, and how to
request the removal or correction of such information. 12 8
120.
See, e.g., Benjamin Herold, Schools Are Deploying Massive Digital Surveillance
Systems. The Results Are Alarming, EDUC. WK. (May 30, 2019), https://www.edweek.org/ew/articles/20 19/05/30/schools-are-deploying-massive-digital-surveillance-systems.html
[https://perma.cc/MYL2-WKFD] (describing student information that it received during an open
records request).
121.
See supra Section I.D.
122.
CAL. EDUC. CODE § 49073.6(b) (West 2016).
123.
EDUC. § 49073.6(a)(2)(A).
124.
Id.
125.
EDUC. § 49073.6(a)(2)(B); see supra Section II.B.
126.
EDUC. § 49073.6(c)(2).
127.
EDUC. § 49073.6(c)(3)(A).
128.
EDUC. § 49073.6(c)(3)(B).
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1. Positive Effects on the School-Student Relationship
States should follow California's lead and pass similar
legislation for several reasons. First, the law's access and amendment
provisions help prevent schools from disseminating old copies of student
speech. Although the law does not expressly ban social media
monitoring reports from incorporation in a student's education record
or from disclosure to third parties, 129 it allows students to respond to
narratives that could be associated with their profiles, minimizing the
chance of a social media report's use for a purpose other than ensuring
school safety. 130 Although the DOE has promulgated regulations that
allow students and their families to inspect and request the amendment
of education records, 13 1 reiterating these principles in state law would
connect these rights specifically to student social media information.
These mechanisms can also act as positive reinforcements for
students who develop better digital citizenship habits as they grow
older. 132 If a student regrets an alarming Facebook post and deletes that
information or makes her account private, then surely she deserves an
opportunity to ensure that the old message does not persist in her
educational file or become available during a records request.
California's requirement that educational entities destroy the digital
information after a student turns eighteen or moves out of the school
district ensures that this information is associated with a student for a
limited amount of time and reinforces the notion that educational
entities should only monitor students' online presences to ensure the
safety of their student population. 133
One could argue that ongoing public safety concerns should
overwhelm any privacy interest in destroying social media reports
because the old data may be relevant in assessing threats that occur in
the future. 134 Although old reports may be relevant, they are likely not
needed to gain insight into a student's past. Schools who use social

129.
See EDUC. § 49073.6.
130.
See EDUC. § 49073.6(c)(2).
131.
See 34 C.F.R. § 99. 10(a) (2019); 34 C.F.R. § 99.20(a).
132.
See, e.g., Vicki Davis, What Your Students Really Need to Know About Digital
Citizenship, EDUTOPIA: BLOG (Oct. 24, 2014), https://www.edutopia.org/blog/digital-citizenshipneed-to-know-vicki-davis [https://perma.cc/B2FV-EREQ] (encouraging teachers to help students
think about online passwords, personal information, photographs, permission controls, and
personal brand).
133.
See EDUC. § 49073.6(c)(3)(A).
Threats by
134.
See, e.g., Am. Acad. of Child & Adolescent Psychiatry,
Children,
FACTS
FOR
FAMILIES
(last
updated
January
2019),
https://www.aacap.org/AACAP/Families-andYouth/Facts-forFamilies/FFF-Guide/ChildrensThreats-When-Are-They-Serious-065.aspx [https://perma.cc/UU2L-6R8A].
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media monitoring services, as well as the monitoring companies
themselves, often contact law enforcement when a report contains
serious information. 135 When law enforcement already has an incident
report or a copy of the original communication, requiring the school to
retain and provide that information is not necessary. Moreover,
authorities may petition the social media application or the monitoring
company to gain social media information on the student in question. 1 36
Another advantage of California's scheme is that it could
cultivate conversations about digital citizenship and emotional health
among educational entities, families, and students. The notice and
opportunity to review requirements increase families' awareness of
their student's online presence. 137 Both parents and students may
review a student's online statements, consider what they convey to
present and future audiences, and reflect on what motivated the
threatening speech. 138 Today, a good digital status is considered critical
for college
admission, 139 job offers, 140 and healthy offline
relationships. 1 4 1 By providing formal reflective opportunities for
students and their families, states would recognize the need to cultivate
positive digital citizenship habits in their schools.
Because California only recently adopted this law, it has not
faced much controversy. 142 Nonetheless, the law is not without potential
criticisms. First, section 49073.6 does not provide an opportunity for
135.
See, e.g., Valarie Honeycutt Spears, Lexington Schools Are Monitoring Students on
Social Media. How That Prevented a Suicide, LEXINGTON HERALD LEADER (Apr. 25, 2019, 6:09
PM), https://www.kentucky.com/news/local/education/article229626509.html.
136.
See, e.g., Social Sentinel Services Agreement between Social Sentinel, Inc., and
Katy Independent School District 17, http://abetterlegacy.com/wp-content/uploads/2018/05/KatyISD-SSI-Services-Agreement-AND-Katy-ISD-TC-5.4.18-F.pdf
[https://perma.cc/8PE2-ZFMQ]
[hereinafter Services Agreement: Katy].
137.
See EDUC. § 49073.6(c)(3)(B)(i).
138.
See EDUC. § 49073.6(c)(2)-(3)(B)(i).
139.
See, e.g., Jonas DeMuro, How to Be a Responsible Digital Citizen, TECHRADAR: PRO
(Oct.
23,
2018),
https://www.techradar.com/news/how-to-be-a-responsible-digital-citizen
[https://perma.cc/6G7K-59A3] (estimating that two-thirds of college admissions offices looked at
applicants' social media feeds last year).
140.
See, e.g., Sarah O'Brien, Employers Check Your Social Media Before Hiring. Many
Then Find Reasons Not to Offer You a Job, CNBC (Aug. 10, 2018, 9:18 AM),
https://www.cnbc.com/20 18/08/10/digital-dirt-may-nix-that-job-you-were-counting-on-getting.html [https://perma.cc/DF9T-2F4N] (estimating that 57 percent of employers that check social
media have found content to eliminate that person as a candidate).
141.
See, e.g., Monica Anderson & Jingjing Jiang, Teens' Social Media Habits
and
Experiences, PEW
RES.
CTR.:
INTERNET
&
TECH.
(Nov.
28,
2018),
http://www.pewinternet.org/2018/11/28/teens-social-media-habits-and-experiences/
[https://perma.cc/Q6UM-RKL5] (estimating that 81 percent of teenagers believe social media
makes them more connected to support networks).
142.
As of July 3, 2019, EDUC. § 49073.6 has no subsequent history.
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parents or students to opt out of a social media monitoring program. 143
This perpetuates a sense of mandatory surveillance and may concern
students, families, and other privacy advocates.144 However, an opt-out
provision is not necessary. Social media monitoring services only scan
social media accounts and posts that are already publicly available, so
students always retain an ability to opt-out by making their accounts
private.

145

One could criticize section 49073.6 for not specifying a private
right of action for students or their parents.14 6 This concern is not
unique, given that educational policies often do not provide private
rights of action.1 4 7 Regardless, states who adopt California's model
should consider which remedies should be available to students and
their families and how each state could incentivize educational entities
to comply with these provisions. For instance, states could require local
school boards to adopt principles that mirror the values set forth in
privacy pledges and adopt an administrative hearing process to
investigate allegations of noncompliance.14 8 School board policies that
profess a student's right to amend information, limit data collection,
and access clear privacy practices1 49 would help guide discussions about
social media monitoring within the context of FERPA and would attach
broader concerns associated with social media monitoring, such as
chilling speech15 0 and unreasonable searches, 15 1 to local policy.
2. Positive Effects on the School-Vendor Relationship
States should also adopt California's model to ensure that their
school districts enter into protective service agreements with social
143.
See id.
144.
See, e.g., Flagler Sch., Board Meeting April, 17, 2018, FLAGLER SCHOOLS: VIDEOS,
https://videos.flaglerschools.com/media/Board+Meeting+April%/02C+ 17%2C+2018/1195hdg6v
[https://perma.cc/V23M-DB2R] (last visited Sept. 1, 2019).
145.
See Privacy Policy, supra note 30 ("If you would like to ensure that Geo Listening
Monitoring Service does not monitor the content that you post through a social media platform or
profile, you should ensure that your social media posts are non-public.").
146.
See EDUC. § 49073.6; CTR. FOR DEMOCRACY & TECH., STATE STUDENT PRIVACY LAW
COMPENDIUM 12 (2016).

147.

See generally CTR. FOR DEMOCRACY & TECH., supra note 146, at 20, 24, 25, 28, 31, 33,

35.
148.
See supra Section II.B.
149.
See supra Section II.B.
150.
See, e.g., Mendola, supra note 39, at 178 ("Internet surveillance could chill free speech,
as students would know that their posts were monitored and consequently could choose not to
express their thoughts on the Internet.").
151.
See, e.g., Shade & Singh, supra note 9, at 9 (discussing the implications of the
electronic surveillance of students).
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media monitoring companies. Section 49073.6 mandates that service
agreements expressly prohibit the monitoring company from selling or
sharing social media information with anyone other than the affected
educational entities, the students, and their guardians. 152 The social
media monitoring company must destroy the information immediately
after the vendor agreement's expiration and destroy information
related to a student after that student turns eighteen or moves out of
the school district. 1 53

These provisions are important for school districts to require in
their contracts because they encourage student privacy discussions
during contract negotiations. Today, at least two Social Sentinel service
agreements do not contain these provisions.15 4 Instead, the company
limits its discussion of student social media information to a single
paragraph in their company-wide privacy policy, which school districts
must find through the company's website. 15 5 Neither the privacy policy
nor the individual service agreements require the company to destroy
information after a certain period of time. 15 6 In contrast, Geo Listening
now incorporates the provisions necessitated by section 49073.6 into its
company-wide privacy policy.157 This policy provides a mailing address
and an email address that students and families may contact to access
and amend curated information, and it states that it will destroy all
information after the contract's expiration.1 5 8
Admittedly, Geo Listening's additions are minor. Without
communication from school administration, it is unlikely that students
and families would know their district's specific social media
monitoring vendor or investigate that vendor's website for a privacy
policy. Section 49073.6 also does not seem to have influenced Geo
Listening's individual service agreements, suggesting that the new

152.
CAL. EDUC. CODE § 49073.6(c)(3)(C)(ii) (West 2016).
153.
EDUC. § 49073.6(c)(3)(C)(iii)-(iv).
154.
See, e.g., Services Agreement: Katy, supra note 136; Social Sentinel Services
Agreement
between
Social
Sentinel,
Inc.,
and
Flagler
Schools,
https://www.boarddocs.com/fla/flcsd/Board.nsf/files/AY5Q696798E8/$file/Flagler%/ 020CSDSSI%20Services%20Agreement%20-%20signed%20by%20FCSD%20-%20signed%20(1).pdf
[https://perma.cc/L4VH-QTS9] [hereinafter Services Agreement: Flagler].
155.
See Social Sentinel PrivacyPolicy, Soc. SENTINEL, https://www.socialsentinel.com/privacy-policy [https://perma.cc/8UPC-ABK6] (last visited Aug. 30, 2019).
156.
See Services Agreement: Flagler, supra note 154; Social Sentinel Privacy Policy, supra
note 155.
157.
See Privacy Policy, supra note 30. The company's decision to incorporate the
requirements of section 49073.6 into a company-wide privacy policy makes sense, given that Geo
Listening is based in California. Id.
158.
Id.
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state law may not directly influence individual service negotiations.1 59
Nonetheless, minor additions to the company-wide privacy policy can
help students and their families become aware of their rights under
state law. 160 States who adopt laws similar to California's could require
vendors to provide contact information directly to students and families
or require educational entities to provide students and their families
with a copy of the vendor's privacy policy and service agreement. 161
B. Nondisclosure Under FERPA: The Need for Agency Guidance
As described above, the DOE has not updated FERPA's
definition of education record since 1974,162 and many privacy
advocates criticize the law for not explicitly addressing electronic
information that relates to students. 163 Although the DOE has updated
the definition of an education record to exclude certain documents,16 4 it
has not addressed electronic student information. These factors could
suggest that the DOE intends to exclude social media from FERPA's
scope, prefers that Congress legislates the issue, or does not believe it
is institutionally equipped to regulate student social media information.
Admittedly, it is possible that the DOE is reluctant to regulate student
social media. However, the agency has not expressed this sentiment.
Federal agency action would be very helpful to educational
entities because it would help ensure that student data are treated
uniformly when a student transfers to a school in a new district or a
new state. Guidance, specifically, would allow the term "education
record" to retain definitional flexibility. Social media is an amorphous
concept, and it is difficult to predict what platforms might exist in the
future and whether schools and vendors will seek to monitor that
information. 165 Guidance could address today's concept of social media,
159.
See Services Agreement between Geo Listening and Monrovia Unified School District
2
(Aug.
8,
2018),
https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/224803/5008_MUSDCA_2018-19-_GeoListeningServicesAgreement-_i-year_808-18.pdf [https://perma.cc/A42V-5VEP].
160.
See Privacy Policy, supra note 30 (listing its access, amendment, and opt-out
provisions under a "YOUR PERSONAL CHOICES" section of the agreement).
161.
See CAL. EDUC. CODE § 49073.6 (West 2016).
162.
See supra Section H.A.
163.
See, e.g., ZEIDE, supra note 53, at 14, 19 (arguing that FERPA's provisions should be
made more effective); Lynn M. Daggett, FERPA in the Twenty-First Century: Failureto Effectively
Regulate Privacy for All Students, 58 CATH. U. L. REV. 59, 113 (2008) (advocating for Congress to
provide a clearer definition of "education record" and an enforcement mechanism).
164.
See 34 C.F.R. § 99.3 (2019) (excluding peer-graded papers from the definition of
education record in 2009).
165.
See,
e.g.,
Daniel
Nations,
What
Is
Social
Media?,
LIFEWIRE,
https://www.lifewire.com/what-is-social-media-explaining-the-big-trend-3486616
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recognize the growing popularity of social media monitoring tools, and
be issued more quickly than a definitional update within a larger
legislative package or the notice - and-comment rulemaking process. 166
Although guidance would not confer any additional rights on students
or families or impose any additional requirements for educational
entities, 167 it would help school districts make quick decisions regarding
the storage of social media and other electronic student information.
Guidance on FERPA's "education record" provision should
clarify that schools may not disclose any information retained from
student social media to third parties without parent or guardian
consent. 168 School administrators should rarely include social media in
a student's education file, so guidance should also include direction on
when to destroy and when to retain social media threat reports. It
should also provide procedures for students and families to access,
amend, and request the destruction of any reports that are retained
after a threat assessment. Overall, including student social media in
FERPA's definition of education record and providing guidance on the
destruction on social media information would help ensure that schools
do not disseminate old, inaccurate speech to third parties. 169 This is
especially important given the increasing number of people who
demand access to student records under public records laws 170 and the
increasing confusion that school administrators face when balancing
the protection of student electronic information and school safety
inquiries.17 1
[https://perma.cc/8M5A-ZHJ7] (last updated July 1, 2019) (attempting to define "social media" by
identifying certain commonalities through today's popular platforms).
166.
See Significant Guidance at the Department of Education, U.S. DEP'T. EDUC.,
https://www2.ed.gov/policy/gen/guid/significant-guidance.html
[https://perma.cc/Q4AQ-54VX]
(last visited Aug. 30, 2019) ("Guidance documents ... do not create or confer any rights for or on
any person and do not impose any requirements beyond those required under applicable law and
regulations.").
167.
See id.
168.
See Family Educational Rights and Privacy Act, 20 U.S.C. § 1232g(b)(1) (2018);
see also 34 C.F.R. § 99.3 ("Directory information means information contained in an education
record of a student that would not generally be considered harmful or an invasion of
privacy
if
disclosed.");
Frequently
Asked
Questions,
U.S.
DEP'T
EDUC.,
https://www2.ed.gov/policy/gen/guid/fpco/faq.html#q4 [https://perma.cc/TKJ3-Z6FX] (last visited
Aug. 30, 2019). By including social media in the definition of an education record, the DOE would
need to clarify that it is not to be construed as directory information. See Frequently Asked
Questions, supra.
169.
See supra Section H.A.
170.
See, e.g., Daggett, supra note 163, at 92 ("Civil litigants and criminal defendants,
citizens and the media exercising rights under state public records laws, researchers, and
commercial entities are increasingly demanding access to student records.").
171.
See, e.g., Neb. Att'y Gen. Op. No. 18-008 (Oct. 15, 2018) (discussing schools' confusion
about disclosing student information in the wake of the Columbine shooting).
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Admittedly, DOE guidance would not address some of FERPA's
other shortcomings. 172 FERPA does not provide a private right of action
for students or parents, 173 and the federal government rarely rescinds
funds from noncompliant school districts.1 74 Also, school districts are
not always motivated to comply with FERPA since most of their funding
comes from local and state governments.17 5 These limitations
demonstrate why both state and federal government should address
social media monitoring and student privacy: State policies would
ensure that school districts address data access, destruction, and
remedies. New federal guidance would inject life back into FERPA and
help prevent saved social media information from being shared with
third parties.1 76 Together, new state and federal frameworks would
ensure that schools neither store old online student speech, nor use it
in the future for purposes other than ensuring safety.
IV. CONCLUSION

A year later, Parkland community members continue to
School districts continue to reflect on their campus safety

grieve.1 77

policies, 1 78 with many hoping to catch the next serious threat by

contracting with social media monitoring companies. 17 9 Services like
Social Sentinel and Geo Listening are well-intentioned18 0 and can play

172.
See id.
173.
See Gonzaga Univ. v. Doe, 536 U.S. 273, 287-88 (2002) (holding that FERPA did not
create individual rights that could be enforced under 42 U.S.C. § 1983 (2018) because the focus of
FERPA's nondisclosure provisions is the duties of institutions, not the rights of the benefited
parties).
See Polonetsky & Tene, supra note 14, at 967.
174.
175.

See NAT'L CTR. FOR EDUC. STATISTICS, U.S. DEP'T OF EDUC., NCES 2018-144, THE

CONDITION OF EDUCATION 2018
141 (2018), https://nces.ed.gov/pubs20l8/2018144.pdf
[https://perma.cc/9NMH-R276] (describing how the percentage of total revenue coming from
federal sources fluctuated between 7 and 13 percent from 2014-15).
See supra Section III.B.
176.
177.
Brakkton Booker, Parkland Student Survivors Brace for 1st Anniversary of School
Shooting, NPR (Feb. 13, 2019, 11:00 AM), https://www.npr.org/2019/02/13/694019249/parklandstudent-survivors-brace-for- 1st-anniversary-of-school-shooting [https://perma.cc/A3A4-WCR8].
178.
See, e.g., Natasha Chen, This Software Program Could Help Prevent Future School
Shootings, CNN (Feb. 13, 2019, 1:12 PM), https://www.cnn.com/20 19/02/13/health/school-shootings-software-social-media/index.html [https://perma.cc/QU6M-WZWF].
179.
See, e.g., Leibowitz, supra note 8.
180.
See Gary Margolis, Reflections on Parkland: One Year Later, SOC. SENTINEL:
BLOG
(Feb.
14,
2019),
https://socialsentinel.com/reflections-on-parkland-one-year-later/
[https://perma.cc/76DG-F2YQ] (honoring the Parkland community members who died in last
year's shooting).

180

AND. J ENT. & TECH. L.

[Vol. 22:1:155

a vital role in school safety. 18 1 By scanning public social media,
monitoring companies help school administrators focus their energy
and resources on other internal governance issues. 182
Admittedly, recordkeeping is only one of several issues raised by
social media monitoring, as students' rights to free speech, privacy, and
due process are necessarily implicated when schools discipline students
for information found in these reports. 183 Student rights advocates must
monitor the development and the effectiveness of social media
monitoring practices and consider how these practices comport with
jurisprudence on students' constitutional rights.1 84
California's model gives states an opportunity to reiterate a
student's right to access, amend, and delete data gleaned from their
public social media. 185 At the same time, the DOE must clarify FERPA's
framework to account for schools' increasing awareness and collection
of online student speech. 186 Together, new state and federal initiatives
would help ensure that schools destroy social media reports in a timely
manner and honor individual privacy as students mature into more
responsible digital citizens.
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